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Abstract—We study the state-dependent wiretap channel with
non-causal channel state informations at the encoder in an
integrated sensing and communications (ISAC) scenario. In this
scenario, the transmitter communicates a message and a state
sequence to a legitimate receiver while keeping the message
and state-information secret from an external eavesdropper.
This paper presents a new achievability result for this doubly-
secret scenario, which recovers as special cases the best-known
achievability results for the setups without security constraints
or with only a security constraint on the message. The impact of
the secrecy constraint (no secrecy-constraint, secrecy constraint
only on the message, or on the message and the state) is analyzed
at hand of a Gaussian-state and Gaussian-channel example.

I. INTRODUCTION

Great scientific and technological efforts are currently be-
ing made to efficiently integrate sensing and communication
(ISAC) into common hardware and bandwidth [1]-[7]. This
trend is driven by spectrum scarcity, the enlargement of the
communication spectrum closer to the traditional radar spec-
trum, the conceptual similarity between the two tasks (emitting
specific waveforms and detecting parameters based on received
signals), as well as economic pressure to reduce hardware
costs. Radar systems can be divided into two families: mono-
static radar where the same terminal emits the waveform and
senses the environment based on the backscattered signal and
bi-static radar where the sensing terminal exploits the scat-
tered signals emitted by other terminals. Information-theoretic
works have considered both types of systems, where in the
literature on mono-static radar [8]-[10] the radar receivers
typically have to reconstruct the channel’s state sequence with
the smallest possible distortion, while in the literature on bi-
static radar [11]-[14] they aim to determine an underlying
binary (or multi-valued) parameter with largest possible error
exponent. This latter scenario has even been investigated for
classical-quantum channels [15].

In this work, we consider an ISAC problem with bi-static
sensing, where the sensing terminal coincides with the receiver
of the data communication, see Figure 1. The receiver thus not
only decodes the transmitted signal but also reconstructs the
channel state-sequence up to a given distortion. We assume
that the transmitter knows this state-sequence S™ perfectly and
in advance (as in the famous Gel’fand-Pinsker [16] or dirty-
paper setups [17]) and can thus actively help the receiver in
his estimation. Bounds on the optimal rate-distortion tradeoff
of the described setup have been derived in [18]-[20]. In the
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Fig. 1. State-dependent wiretap channel with non-causal channel state
information at the transmitter and security constraints on the message and
the state.

present work, we impose the additional security constraints
that the transmitted message and part of the state S™ have to
be kept secret from an external eavesdropper. In this sense,
our model is an extension of the models in [18]-[20] but
with an external eavesdropper that is not allowed to learn the
message or the state. It can also be considered an extension
of the wiretap channel with non-causal state-information [21]
to include the sensing performance and the secrecy constraint
on the state. The intriguing feature in our model is that the
transmitter should describe the state to the legitimate receiver,
but mask [22] it from the eavesdropper.

II. SYSTEM MODEL

Formally, the model consists of the following elements.

o An independent and identically distriubuted (i.i.d.) state
sequence {9, };>1 distributed according to the probability
mass function (pmf) Ps over the finite state alphabet S.

e Given that at time-¢ the Tx sends input X; = z and
given state realization S; = s;, the Rx observes the
time-¢ output Y; and the eavesdropper observes signal Z;
distributed according to the stationary channel transition
law Py z15x (-, -|s, ),

« Input and output alphabets X', ), Z, S are assumed finite.

A rate-Rj; and blocklength-n code consists of:

1) A message set M, 2 {1,2,--.  2nRa},

2) An encoder assigning codeword z"(m,s™) € X" to
each m € M,, and s™ € 8™;

3) A decoder that assigns a message estimate 7 and a state
sequence estimate " € 8™ to each received sequence
y™ € Y™ where S is a given reconstruction alphabet.

4) An encoding function: f,, : M, x §" — A"

5) A decoding function: ¢, : Y™ — M,

6) A state estimator ¥, : Y — Sn.



Message M is uniformly distributed over the message set

so Py(m) = 2+M The probability of decoding error is:

P = Pr(M £ M). (1)

The fidelity of the state estimate at the Rx is measured by the
expected distortion
I A
A = =N "E[dr (S, S 2
n ; [ R( 2 )}7 ( )
for a given bounded distortion function dg(, -).

The eavesdropper should not be able to learn a random
sequence =" that is obtained by passing the state sequence S™
through a memoryless channel Pz|g independent of the mes-
sage and the communication channel. The information leakage
to the eavesdropper is measured by the mutual information

1M & [(M,E" Z™). (3)

Definition 1. In the described setup, a rate-distortion pair
(Rar, D) is called securely-achievable if there exists a se-
quence (in n) of rate-Ry; and blocklength n-codes that
simultaneously satisfy the three asymptotic constraints:

lim P™ =0 (4a)
n— oo

lim (" =0 (4b)
n—oo
lim A™ <D. (4¢)
n— oo

Remark 1. Notice that Condition (4b) is equivalent to requir-
ing that the sum of mutual informations I(M; Z™)+I1(E™; Z™)
vanishes asymptotically as n — 0.

III. MAIN RESULTS

Our main result in Theorem 1 is based on the following
coding idea. We employ a two-level superposition code with
cloud-center codewords U™ and satellite codewords V™. The
transmitter uses the U"-codewords to describe information
about the state-sequence S™ to the receiver, where this cloud-
center codeword can also be decoded by the eavesdropper. It
further uses the V™-codewords to send more refined infor-
mation about S™ as well as the message M to the receiver.
The receiver decodes both the U™ and V" codewords so as
to recover the transmitted message M. It also reconstructs
the state-sequence based on the two decoded codewords and
its own observed sequence of channel outputs. Security of
the scheme against the external eavesdropper is obtained by
choosing the U™-codewords so that the decoded does not
reveal information about the =Z"-sequence (because the U"-
codeword is also decoded by the eavesdropper). In fact, in our
construction, only the V"™-codeword can contain information
about =" and M, and they are chosen of sufficiently high rate
so that the eavesdropper cannot decode them.

Theorem 1. For any pmf Py x|s so that for the associated
tuple (S,Z,U,V,X,YZ) ~ PsPzsPyvx|sPyzxs, the
random variable Z is independent of the pair (U, Z),

=1 (U, 2) (5)

and any function g(-) on appropriate domains, all pairs
(R, D) satisfying the following inequalities
Ry < I(U,V3Y) = I(U, V3 5) (6)
Ry <I(V;Y |U) - I(V;E,Z | U)
+min{0, I(U;Y) — I(U;S)} (7)
and
E[d(S,9(U,V,Y))] < D, (8
are securely achievable.

Proof. Choose a conditional distribution Py s over X x
U x V for auxiliary alphabets ¢/ and V), and a reconstruc-
tion function g: U X V x Y — Rar so that for the tuple
(S,2,U,V,X,Y,Z) ~ PsPzsPxyv|sPyz xs the random
variable Z is independent of the pair (U, Z):

=21(U,2) &)
and the distortion constraint is satisfied:

Fix a small number ¢ > 0 and a large blocklength n. Pick
auxiliary rates Ry, and R satisfying

R; > I(U; S) (I1a)
R+ Ry > I(UV;S) (11b)
R; > 1(V;E,Z|U) (11c)

Construct a superposition code as follows.

o A lower-level code Cyy consisting of 2" codewords
{u™(@)} is constructed by drawing all entries i.i.d. ac-
cording to the marginal pmf Py of

Psyvxyz = PsPxuvisPyzxs- (12)

o An upper-level code Cy (i) consisting of 27(fs+Fa)
codewords {v"(m,j | i)} is constructed for each i €
[2nf1], by drawing the ¢-th entry of each codeword
according to Py (- | u¢(i)) where us (i) denotes the ¢-th
entry of codeword u" ().

The realization of the codebook is revealed to all parties.

The transmitter applies a likelihood encoder. That means,

based on the state-sequence S™ = s™ that it observes and the
message M = m that it wishes to convey, it randomly picks
the indices (I*, J*) according to the conditional pmf

PLE(iaj | mvsn)
_ PS|UV(Sn|un(i)aUn(m7j ‘ 7’)) (13)
> X Pswv(stun(i),vn(m,j [ )

ie[2nR1]je[2nRJ]

It then generates the random input sequence X™ by passing
the pair of codewords u™(I*) and v™(m, J* | I'*) and the state
sequence s" through the memoryless channel Px|yvs.

The receiver observes the channel outputs YY" = y™ and
looks for a triple (,7,7) so that

(u™ (@), v"(m, j]7), y") € T (Pyvy). (14)



It randomly picks one of these triples and sets (I,.J, M) =
(2,7,7). Then it declares M as the transmitted message, and
produces the state reconstruction sequence

Sn = g®n(u(I), v (M, J | 1), y™). 15)

If no triple was found, the receiver declares an error. Our
scheme is analyzed in Section IV. O

Notice that when the entire state S has to be kept secret,
=2 = S, then U has to be chosen independently of S and
thus I(U;S) = 0 and the minimum in the right-hand side
of (7) evaluates to 0. Moreover, for = = S the right-hand
side of (6) is larger than the right-hand side of (7) because
I(V;8,Z | U) > I(V;S | U). Thus, for v(S) = S,
Constraint (6) is less stringent than Constraint (7) and we
obtain the following corollary, after observing that U only
plays the role of a convexification random variable.

Corollary 2 (Fully-Secret State). Assume = = S. Then the
convex hull of all rate-distortion pairs (Ryg, D) is achievable
that satisfy the constraints

Ry <I(V3Y) = I(V;S,2) (16)

and

E[d(S,9(V,Y))] < D, a7

for some function g(-) on appropriate domains and pmf
Pyx|s where the associated tuple (S,=,V,X,YZ) ~
PsP= 5Py x 5Py z|xs has S independent of Z,

S1Z (18)

On the other extreme, we might only wish to keep the
message secret but not the state, i.e. = =const. In this case,
Theorem 1 simplifies to (see the long version [23]):

Corollary 3 (No Secrecy Constraint on State). Assume
E =const. For any pmf Pyyx|s and any function g(-) on
appropriate domains, all pairs (Ryy, D) satisfying

Ry <min{I(U,V;Y) - I(U,V;S),
v,y |U)-1I(V;Z|U)} (19)

and

E[d(S,¢(U,V,Y))] < D, (20)

are securely achievable rate-distortion pairs. It suffices to
consider pmfs Py x|s so that I(U;Y') > I(U; S).

Notice that for sufficiently large distortion constraints D,
Corollary 3 recovers the achievability result for the state-
dependent wiretap channel with non-causal state-information
at the encoder [21, Theorem 1].

Finally, we consider the special case where Z is independent
of the input-state pair (X,.S), which corresponds to the setup
without secrecy constraint studied in [24]. In this special case,
Theorem 1 can be simplified by choosing U =const., in which
case Corollary 3 evaluates to:

Corollary 4 (No Eavesdropper, coincides with Theorem 1 in
[24]). Assume that Z is independent of the input-state pair
(X, S). Then, for any pmf Py x s and any function g(-) on
appropriate domains, all non-negative rate-distortion pairs
(R, D) are achievable that satisfy

Ry <I(V3Y) = I(V5S) (21)

and

Eld(S,g(V,Y))] < D. (22)

Comparing Corollary 2 where both message and state have
to be kept secret with Corollary 4 where no secrecy constraint
is applied, we see that the price for achievable double state-
and-message secrecy in our scheme is that S has to be
independent of Z and that the rate has to be reduced by the
mutual information quantity I(V'; Z|S) = I(SV; Z).

A. A Gaussian Example

Consider Gaussian channels both to the legitimate receiver

Yi=X;+ 5+ N, (23)

and to the eavesdropper
Z; = aX; +bS; + N, (24)
for given parameters a = 0.7,b = 0.3, where {S;} is an

independently and identically distributed (i.i.d.) zero-mean
Gaussian of power () = 3 and the noise sequences are also
i.i.d. zero-mean Gaussian of variances 02 = 1 and 02 = 4 and
independent of each other and of the inputs and the states. The
channel inputs are average blockpower constrained to power
P = 30. Also, assume that

==S514 A4, (25)

for A a zero-mean Gaussian random variable independent of
all other random variables and of variance ai > 0. This setup
covers the scenario where the entire state-sequence has to be
kept secret, with the choice 0% = 0. and (with a slight abuse
of notation) the scenario where the state does not have be be
kept secret at all, with the choice 04 — oc.

We use the squared error d(s, 3) = (s — §)? to measure the
distortion at the receiver.

We shall numerically compare the achievability results in
Corollaries 2, 3, 4 for this Gaussian example, to quantify the
rate-penalty imposed by the various secrecy-constraints. To
this end, we choose the following Gaussian auxiliaries:

U=F+465+G (26a)
V=T+aS+G (26b)
X=T+F+eG+~S, (26¢)

where T, F, and G Gaussian random variable independent
each of other and of the state S, and of variances 0%, 0% > 0

so that 0% + 0%+ €202 +7?Q < P. Notice that for = = S we
are obliged to choose v = 7% to ensure that Z is independent

of S. In this case, we can also choose U to be constant (i.e.,
F, G constants and = 0), see Corollary 2.
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Fig. 2. Comparison of the achievable rate-distortion tradeoffs for a Gaussian
channel with security constraints on both the message and the state and no
security constraints at all.

Figure 2 illustrates the distortion-rate tradeoffs achieved
by our Corollaries 2, 3, 4 for the described choice of aux-
iliaries. Notice that without any secrecy constraint, in the
Gaussian case the achievability result in Corollary 4 is tight,
as shown in [18]. The largest achievable rate equals the dirty-
paper capacity [17] of the channel to the legitimate receiver
C =1/2log(1+ P/o%;) = 1.717. In this no-secrecy setup the
minimum distortion is achieved by simply sending a scaled
version of the channel and equals

2
ON

Dmin,no—secrec = Q
VPR o

Trivially, the same minimum distortion is also achievable in
the classical wiretap setup where only the message but not the
state have to be kept secret.

Finding the minimum distortion under a secrecy constraint
on the state is more challenging, the same as finding the
maximum rate when the message has to be kept secret (both in
the scenarios with and without secrecy constraint on the state).
We can however easily deduce that the minimum distortion
under a secrecy constraint on the state cannot be achieved by
an uncoded strategy. In fact, sending X" = —%S” without
any additional codeword (recall that the transmit signal X has
to subtract the term 25" so as to keep the state S™ secret
from the eavesdropper) achieves distortion

= 0.056.

27)

o

2
Q-7+
which exceeds the minimum distortion 1.423 achieved by

Theorem 1 (see the red line in Figure 2) under the fully-secret
state criterion = = S and with the auxiliaries in (26).

Dmin,uncoded,secrel = Q = 1516, (28)

IV. PROOF OF THEOREM 1: ANALYSIS

1) Distortion and Error Probability: The encoding proce-
dure is described in Fig. 3. We shall prove that the joint pmf
Prrrjunyngnxnyngn in this model~ is close in variational
distance to an auxiliary distribution Py, ; ;iinyngn xnyngngn

implied by the diagramme in Fig. 4, where the the in-
dices I and J are uniform over the sets {1,...,2"%7} and
{1,...,2"R7} independent of each other and of the state
sequence S™ and message M.

. Notice that the joint pmfs PJV[IJU”V"S“X”Y“Z“S‘" and
Py junyngn xnyngngn factorize in a similar way:

Pyrrunyngn xnyn znga (M i, u”, 0", 8"z, y", 2", 8")
i - ‘
= G PE" " B (i, [ m, s 1w (6) = u"}

A{v"(m,j | i) =0} - P§$Z|Uvs(zn’ Y™ 2" u" v s™)
]l{§n — g®n(un7vn’yn)} (29)

where P g denotes the conditional marginal distribution in-
duced by the likelihood encoder, and

D s om o, n o n o,m o, n n
PMIJU"’V"’S"X”Y”Z”(m7Za]>u 0,8 ,0,Y ,2 ):

ml{u (1) = u"}1{o" (m, j | i) = 0"}
'ngv(snwnaUn)Pg??/zwvs(xnaynazn | u", 0", s™)

8" = g®" (W™ 0" y™) ) (30)

By standard typicality arguments, if
R+ Ry+ Ry < I(U,V3Y) (31a)
R;+ Ry < I(V;Y|U). (31b)

the expected (over the random choice of the codebooks)
probability of wrongly decoding indices (M, I,.J) tends to
0 as n — oo. In fact, for any M = m, we have that

E [p(error|M =m))] — 0

as n — 0o, (32)

where expectation is with respect to the random codebook and
p(error|M =m) := Pr [f =TorJ= J‘M = m] . (33)

We now introduce the ideal system in Figure 5. It only
differs from the system in Figure 4 in that error-free decoding

is assumed. Notice that since under P the decoding error
probability vanishes as n — oo, we have:

]E |:HQ]\/[IJU" yngnXxnynzngn

_PMIJU" vngnxnymnzngn

1] 50, (34)

where expectation is over the random choice of the codebooks.
By the boundedness of the distortion function, thus:

(35)

n—oo

lim E [M] = dr(S,9(U,V,Y)) < Dy,

where (U,V,S,Y) ~ PyyPsjyvPyjyys and the last two
equalities hold by the construction of the auxiliary system and
by the choice of the auxiliary random variables.
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Fig. 6. Ideal system used for secrecy analysis, inducing joint pmf

Qmrung(snyzn-

2) Secrecy Analysis: Consider the system in Figure 6,
implying distribution
Qurunesmyzn (m,i,u”, ¢, 2")

1 1
_ ni:\ . .m Qn
= 9nRar gnR; Lu™ (1) = u"}P) 5 710

(¢™, 2" u™). (36)

In this idealized secrecy system and for any choice of the
codebook Cy, the pair (M,E"™) is independent of (U",Z")
and I( u™(I),Z™) =0.

Notice next that by the generalized superposition soft-
covering lemma [25] and by choosing

=n.
=

RJ >I(V3V(S)aZ|U)1 (37)

the distribution QZ\/[IU?LE(S'!L)ZH is close to QMIU'!LE(SH)Z‘” s

Pr [Qurume(snyzn — Qumrunesmyzn i < e ™)

>1—e ™ Yme M, (38)

)

where probability is over the random choice of the codebook.

| Prrrumecsmyzn — Quururesmyze|| < e, (39)
we have that
[Ip(M,E(S™); Z™) — I5(M,£(S™); Z™)| = 0 as n — oo.

=n.

Combined with I5(M, Z"; u
desired secrecy requirement.

™(I), Z™) = 0 this establishes the

V. CONCLUSIONS AND DISCUSSION

We introduced the concept of securing state-information
(besides the message) from an external eavesdropper in an
ISAC scenario. Notice that such a setup nicely unifies the mod-
els for state-communication [20] and state-masking [22] into a
single problem. Specifically, we proposed a coding scheme for
a state-dependent wiretap channel where the receiver wishes to
estimate the state with predefined distortion, and information
about this state-sequence has to be kept secret from an external
eavesdropper. At hand of a Gaussian example, we numerically
show the influence of the various security constraints on our
achievable rate-distortion region.
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