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Abstract—We study distributed hypothesis testing under a
covertness constraint in the non-alert situation, which requires
that under the null-hypothesis an external warden be unable
to detect whether communication between the sensor and the
decision center is taking place. We characterize the achievable
Stein exponent of this setup when the channel from the sensor to
the decision center is a partially-connected discrete memoryless
channel (DMC), i.e., when certain output symbols can only be
induced by some of the inputs. The Stein-exponent in this case,
does not depend on the specific transition law of the DMC and
equals Shalaby and Papamarcou’s exponent without a warden
but where the sensor can send k noise-free bits to the decision
center, for k a function that is sublinear in the observation length
n. For fully-connected DMCs, we propose an achievable Stein-
exponent and show that it can improve over the local exponent at
the decision center. All our coding schemes do not require that
the sensor and decision center share a common secret key, as
commonly assumed in covert communication. Moreover, in our
schemes the divergence covertness constraint vanishes (almost)
exponentially fast in the observation length n, again, an atypical
behavior for covert communication.

Index Terms—Distributed hypothesis testing, covert communi-
cation, error exponents.

I. INTRODUCTION

In distributed hypothesis testing, two distant terminals, a re-
mote sensor and a decision center, observe correlated sources,
see Figure 1 (without the external warden). The sources’
underlying joint distribution depends on one of two hypotheses
H = 0 or H = 1 and the goal of the decision center is to
guess this underlying hypothesis based on its own observations
and communication from the sensor. The performance of the
decision center is characterized by two error probabilities [1]:
the Type-I error probability of declaring Ĥ = 1 while H = 0,
denoted αn, and the Type-II error probability of declaring
Ĥ = 0 while H = 1, denoted βn.

An important line of work in information-theory aims at
characterizing the largest exponential decay rate of the Type-
II error probability βn under the constraint that the Type-
I error probability αn lies below a given threshold ϵ [2]–
[8]. This largest exponent is commonly referred to as Stein-
exponent. It was mostly studied in a centralized setup or when
communication from the sensor to the decision center is over
a noiseless link. Even in this latter case, the Stein-exponent
remains generally an open problem, with the notable exception
of certain source distributions [3], [9] or when the number
of transmitted bits scales only sublinearly in the observation
length [10].

Xn Y n

Zn
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Fig. 1. Distributed hypothesis testing with an external warden.

In a recent line of work [11], [12], we extended the results in
[10] to a setup where the sensor communicates to the decision
center using a discrete memoryless channels (DMC) a number
of times that is sublinear in the observation length. Such a
scenario arises naturally in practical scenarios where sensors
nowadays are often highly energy-limited. Our results [11]
showed a dichotomy of the Stein-exponent with respect to
the connectivity of the DMC. Whenever the DMC is fully-
connected, i.e., each input symbol can induce each output
symbol, then the exponent is no better as the local exponent
at the decision center. Communication from the sensor thus
becomes useless in terms of Stein-exponent. In contrast, when
the DMC is only partially-connected, i.e., some outputs can
only be induced by some inputs, then the same exponent
is achievable as over a noiseless link [10]. We showed that
the same result also remains valid when the sensor can use
the DMC n (the observation length) times, but a stringent
sublinear cost-constraint is imposed.

In this work, the sensor again communicates to the decision
center over n uses of a DMC. However, under H = 0,
communication needs to be such that an external warden
cannot detect the mere fact that communication is happening.
Depending on the practical situation, it might be important
that communication be covert under both hypotheses, or only
in the case where there is no alert situation, i.e., under H = 0.
In this paper, we consider the latter scenario. Implicitly, such
a covertness constraint imposes that under H = 0, the sensor
employs most of the time a dedicated zero-symbol that also
represents the absence of communication. It can be shown
that the covertness constraint is weaker than imposing that
the channel can only be used a sublinear number of times
but stronger than the expected cost constraint. However, as is
common for covert communication, here we allow the sensor
and the decision center to share a uniform secret key that is
unknown to the warden, see Figure 1.



In this article we show that for some partially-connected
DMCs, the Stein-exponent is the same as for the noiseless link
with sublinear communication setup in [10], irrespective of
the size of the shared secret key. Moreover, it can be achieved
without using the secret key at all, and the classical divergence
covertness measure [13]–[15] can be made to vanish arbitrarily
close to exponentially fast in the observation length n. These
results are in contrast to classical covert communication where
the shared secret key helps in improving performance and the
covertness constraint vanishes more slowly [14].

For fully-connected DMCs we show that the Stein-exponent
can improve over the local exponent at the decision center. Our
coding and testing scheme again does not use the shared secret
key and achieves divergence covertness metrics that vanish
exponentially fast in the blocklength n. All our results show
that the Stein-exponent does not depend on the imposed Type-I
error thresholds ϵ.

Our setup has previously been considered in [16], where it
was shown that the noiseless link exponent provides an upper
bound on the Stein-exponent under a covertness constraint.
The proof however only holds when the key length grows
logarithmically in n. In this paper we extend this upper bound
for arbitrary key lengths. Moreover, the work in [16] did
not establish any achievability result improving over the local
exponent.

Notation: We mostly follow standard notation. Random
variables are denoted by uppercase letters (e.g., X), while
their realizations are denoted by lowercase letters (e.g., x). We
abbreviate (x1, . . . , xn) by xn and (xt+1, . . . , xn) by xnt+1.
The Hamming weight and Hamming distance are denoted
by wH(·) and dH(·, ·), respectively. We further abbreviate
independent and identically distributed as i.i.d. and probability
mass function as pmf.

We denote by πxnyn the joint type of the sequences
(xn, yn), defined as

πxnyn(a, b) ≜
nxn,yn(a, b)

n
, (1)

where nxn,yn(a, b) is the number of occurrences of the pair
(a, b) in (xn, yn). We use T (n)

µ (PXY ) to denote the jointly
strongly typical set as defined in [17, Definition 2.9].

II. PROBLEM SETUP

Consider the hypothesis testing problem in Figure 1, where
the sensor observes a sequence Un, and a secret key S and
communicates to a decision center, which also knows the
secret key S in addition to its local observations V n. Under
the null hypothesis

H0 : (Un, V n) i.i.d. PUV (2)

whereas under the alternative hypothesis

H1 : (Un, V n) i.i.d. QUV . (3)

Similarly to [10] we assume that PUV (u, v) = 0 whenever
QUV (u, v) = 0.

The sensor sends an input sequence

Xn = f (n)(Un, S) ∈ Xn (4)

over the channel, where f (n) is a chosen encoding function
on appropriate domains. The decision center observes the
corresponding outputs Y n of the discrete memoryless channel
(DMC) ΓY Z|X and the warden the outputs Zn.

It is assumed that the input alphabet X contains the 0
symbol. In fact, the covertness constraint imposes that under
H = 0 the pmf of the warden’s output distribution

PZn|H=0 =
1

K
∑

s∈K

∑

un∈Un

P⊗n
U (un)Γ⊗n

Z|X(·|f (n)(un, s)), (5)

be close to the output distribution Γ⊗n
Z|X=0 induced by the all-

zero input sequence. Specifically, covertness is measured by
the Kullback-Leibler divergence:

dn := D(PZn|H=0||Γ⊗n
Z|X=0) (6)

and is required to stay below a given threshold ϵn for suf-
ficiently large blocklengths n. Following standard convention
in covert communication, we require that the DMC ΓY Z|X
satisfies the following conditions:
∑

x∈X\{0}

ψ(x)ΓZ|X(·|x) ̸= ΓZ|X(·|0), ∀ ψ(·), (7a)

Supp
(
ΓZ|X(·|x)

)
⊆ Supp

(
ΓZ|X(·|0)

)
, ∀x ∈ X , (7b)

Supp
(
ΓY |X(·|x)

)
⊆ Supp

(
ΓY |X(·|0)

)
, ∀x ∈ X (7c)

where in the above, ψ(·) indicates a pmf over X\{0}.
Based on the received sequence Y n and its observations

V n, the decision center produces a guess of the hypothesis:

Ĥ = g(n)(V n, Y n) ∈ {0, 1}. (8)

The goal is to design encoding and decision functions such
that the Type-I error probability

αn ≜ Pr
[
Ĥ = 1|H = 0

]
(9)

stays below given threshold ϵ ≥ 0 and the Type-II error
probability

βn ≜ Pr
[
Ĥ = 0|H = 1

]
(10)

decays to 0 with largest possible exponential decay, and under
hypothesis H0 :

lim
n→∞

dn = 0. (11)

Definition 1. Given ϵ ∈ [0, 1), a miss-detection error exponent
θ > 0 is called ϵ-achievable under a covertness constraint if
there exists a sequence of encoding and decision functions
{(f (n), g(n))}∞n=1 satisfying (11) and

lim
n→∞

αn ≤ ϵ (12a)

lim
n→∞

− 1

n
log βn ≥ θ. (12b)

The supremum over all ϵ-achievable miss-detection error expo-
nents θ is denoted θ⋆covert(ϵ) and called covert Stein-exponent.

The achievable error exponent depends on the transition law
ΓY Z|X and on the source pmfs PUV and QUV .



III. RESULTS

Define the following three exponents:

E1 ≜ min
πUV :
πU=PU
πV =PV

D(πUV ∥QUV ) (13a)

E2(x1) ≜ min
πUV :

πV =PV , πU /∈P̄U (x1)

D
(
πUV ∥QUV

)
(13b)

E3(x1) ≜ min
πUV :

πV =PV , πU∈P̄U (x1)

D
(
πUV ∥QUV

)

+ D(ΓY |X=0∥ΓY |X=x1
), (13c)

where ∀ x1 ∈ X \ {0}, P̄U (x1) is defined in (14) on top of
the next page. Notice that PU /∈ P̄U (x1) for all x1 ∈ X\{0}.

Theorem 1. Fix ϵ ∈ [0, 1).
1) If the DMC is such that there exists an input x̂ ∈ X \{0}

and an output y∗ ∈ Y satisfying the two conditions:

ΓY |X(y∗|0) > 0 (15a)
ΓY |X(y∗|x̂) = 0, (15b)

then the miss-detection error probability is given by:

θ∗covert(ϵ) = E1. (16)

2) Otherwise
θ∗covert(ϵ) ≥ max

x1∈X\{0}
min

{
E2(x1), E3(x1)

}
. (17)

Our achievability results do not require that the sensor and
decision center use the shared secret key S.

The covertness constraint dn can be made to vanish expo-
nentially fast in n for the result in (17) and arbitrary close to
exponentially fast in n for the achievability result in (16).

Remark 1. Exponent E1 is also the Stein-exponent in a
distributed setup without warden where the sensor can send
a sublinear (in n) number of noise-free bits to the decision
center [10]. For partially-connected DMCs satisfying (15), the
covertness constraint (11) thus has the same impact as limiting
communication to a sublinear (in n) number of noise-free bits.

Remark 2 (Improvement over the Local Test). Consider the
pmf

TU (u) :=
∑

v

PV (v)QU |V (u | v), u ∈ U . (18)

We observe that if TU /∈ P̄U (x1) for all x1, then E2(x1) =
D(PV ∥QV ), which coincides with the local exponent at the
decision center without communication from the sensor.

In contrast, we have the strict inequality

θ∗covert(ϵ) > D(PV ∥QV ) (19)

for partially-connected DMCs whenever TU ̸= PU and for
fully-connected DMCs whenever TU ∈ P̄U (x1) for some x1.

Proof: We simply prove (19). To this end, start by
noticing that for any πUV with marginal πV = PV :

D
(
πUV

∥∥QUV

)

= D
(
PV

∥∥QV

)
+
∑

v

PV (v)D
(
πU |V (·|v)

∥∥QU |V (·|v)
)
. (20)

The second summand is strictly positive, except when
πU |V (u|v) = QU |V (u|v) for all u and all v with PV (v) > 0.
Thus, to deduce that E1 > D(PV ∥QV ) or E2(x1) >
D(PV ∥QV ) it suffices to prove that πU |V = QU |V is not
a valid choice in the minimizations. Inspecting the two min-
imizations, we see that πU |V = QU |V is not a permissible
choice in the minimization of E1 when TU ̸= PU and of
E2(x1) when TU ∈ P̄U (x1) for some x1.

Notice also that E3(x1) > D(PV ∥QV ) by Assumptions (7).

We now provide an example for which θ∗covert(ϵ) >
D(PV ∥QV ) even for fully-connected DMCs.

Example 1. Let PU be Bern(0.2) and QU be Bern(0.7). We
assume degenerate observations V =const. at the receiver
under both hypotheses.

Consider a BSC(0.4) for both ΓZ|X and ΓY |X .
We start by characterizing the set P̄U (1). To this end,

parametrize πz(0) = 1− q and πz(1) = q and write

D(πz ∥ΓZ|X(· | 0))− 3
2D(πz ∥ΓZ|X(· | x̂))

= (1− q) log
1− q

0.6
+ q log

q

0.4

− 3

2

[
(1− q) log

1− q

0.4
+ q log

q

0.6

]
(21)

=
1

2
Hq(q) +

(
3

2
− 5

2
q

)
log 0.4 +

(
−1 +

5

2
q

)
log 0.6. (22)

Above function is strictly concave in q and thus the maximum
is obtained by setting the derivative to 0:

q∗ =
0.65

0.45 + 0.65
= 0.884. (23)

Plugging back this value into (22) and simplifying, we obtain:

max
πz

D(πz ∥ΓZ|X(· | 0))− 3
2D(πz ∥ΓZ|X(· | x̂))

=
1

2
log

0.45 + 0.65

0.420.62
= 0.306 (24)

and thus

P̄U (1) =

{
πU : D(πU∥PU ) ≥

1

2
log

0.45 + 0.65

0.420.62

}
. (25)

Parameterizing the binary type

πU (1) = m, πU (0) = 1−m, (26)

for m ∈ [0, 1], numerical evaluation shows that P̄U (1)
contains all types πU parametrized by m ≥ 0.45, i.e.,

P̄U (1) = {πU : πU (1) ≥ 0.45}. (27)

We are now ready to evaluate the exponents E1, E2, E3:

E1 = D(PU∥QU ) = 0.7706 (28)
E2(1) = min

πU /∈P̄U (1)
D(πU∥QU ) = 0.2095 (29)

E3(1) = D(ΓY |X(·|0)∥ΓY |X(·|1)) = 0.1170. (30)



P̄U (x1) :=
{
πU ∈ P(U) : D (πU ∥PU ) ≥ max

πz∈P(Z)

[
D
(
πz
∥∥ΓZ|X(·|0)

)
− 3

2D
(
πz
∥∥ΓZ|X(·|x1)

) ] }
. (14)

IV. PROOF OF ACHIEVABILITY RESULTS

We start with the following lemma.

Lemma 1. Assume that Xn = 0n with probability 1 − δn
and Xn = xn1 with probability δn > 0, then the warden’s
divergence satisfies

D
(
PZn

∥∥Γ⊗n
Z|X(·|0n)

)
≤ δ2nχ

2
(
Γ⊗n
Z|X(·|xn1 )

∥∥Γ⊗n
Z|X(·|0n)

)
,

(31)
for χ2(·∥·) the chi-squared distance between two distributions:

χ2(P∥Q) :=
∑

z∈Z

(
P (z)−Q(z)

)2

Q(z)
.

Moreover,

χ2
(
Γ⊗n
Z|X(·|xn1 )

∥∥Γ⊗n
Z|X(·|0n)

)

≤ (n+ 1)|Z| max
π∈Pn(Z)

e−nD
(
π
∥∥ΓZ|X(·|x1)

)

·
(
e−n

(
D(π∥ΓZ|X(·|x1))−D(π∥ΓZ|X(·|0))

)
− 1

)2

. (32)

Proof: See [18].

With this result at hand, we now prove the achievability
results. Notice that in our proposed schemes, the sensor and
decision center do not use their shared secret key S.

A. Achievability of (16)
Fix a small number µ > 0 and let x1, y∗ be as in the

theorem.
Choose further a function k(·) satisfying

lim
n→∞

k(n) = ∞ and lim
n→∞

k(n)

n
= 0. (33a)

We propose a scheme where the sensor uses only the first k(n)
channel uses, and sends 0 during the rest of the time.

For ease of notation we will also write k instead of k(n).
The scheme works as follows
Sensor: If Un ∈ T (n)

µ (PU ), the sensor sends Xk = 0k.
Otherwise, it sends Xk = xk1 .
Decision Center: If at least one of the channel outputs is y∗

and if V n ∈ T (n)
µ (PV ), then it declares Ĥ = 0. Otherwise, it

declares Ĥ = 1.
As shown in [16], the Type-I error probability αn tends to

0 as n → ∞ and µ → 0, while the Type-II error probability
βn exceeds E1. It remains to verify that the scheme satisfies
the covertness constraint (11).

Analysis of the covertness constraint: Apply Lemma 1 but
only to the first k channel uses because the remaining channel
uses do not contribute to the divergence. This allows to obtain:

D
(
PZn|H0

∥∥Γ⊗n
Z|X(·|0n)

)

= D
(
PZk|H0

∥∥Γ⊗k
Z|X(·|0k)

)
(34)

≤ δ2n χ
2
(
Γ⊗k
Z|X(·|xk1)

∥∥Γ⊗k
Z|X(·|0k)

)
(35)

(a)

≤ (k + 1)|Z|2|U|e−2nµ2

max
π∈Pk(Z)

e−kD(π∥ΓZ|X(·|0))

·
(
e−k
(
D(π∥ΓZ|X(·|x1))−D(π∥ΓZ|X(·|0))

)
− 1
)2
, (36)

where (a) holds by the second part of Lemma 1 and [17,
Remark to Lemma 2.12].

Since k/n → 0 as n → ∞ and µ > 0, we can conclude
that the right-hand side of (36) tends to 0 almost exponentially
fast in n, and the covertness constraint (11) is satisfied.

Notice that our proposed scheme does not require using the
shared secret key S.

B. Achievability result in (17)

Pick an input symbol x1 ∈ X \ {0} and fix a small µ > 0.
We consider the following scheme:

Sensor: If πU ∈ P̄U (x1), it transmits Xn = xn1 . Otherwise, it
transmits Xn = 0n.
Decision Center: If V n ∈ T (n)

µ (PV ) and Y n ∈
T (n)
µ (ΓY |X=0), it declares Ĥ = 0. Otherwise, Ĥ = 1.
We analyze above scheme.

Analysis of covertness constraint: We again employ
Lemma 1, but now to the entire blocklength, and we
again use the bound

δn := Pr[Xn = xn1 ] ≤ (n+ 1)|U| max
πU∈P̄U (x1)

e−nD(πU∥PU ).

(37)
Similarly to above, we obtain inequalities (38)-(41) on the top
of the next page.

As we argue next, all three exponential terms in (41) vanish
as n→ ∞ because the terms multiplying −n are positive. In
fact,

D(π∥ΓZ|X(·|x1)) + 2D(πU∥PU ) > 0 (42)

because PU /∈ P̄U (x1) and thus the second divergence is
strictly positive for all πU and π. Similarly, by the definition
of the set P̄U (x1):

3D(π∥ΓZ|X(·|x1))− 2D(π∥ΓZ|X(·|0)) + 2D(πU∥PU )
)
> 0.
(43)

Finally, to see that also

2D(π∥ΓZ|X(·|x1))−D(π∥ΓZ|X(·|0)) + 2D(πU∥PU ) > 0,
(44)

distinguish the cases where D(π∥ΓZ|X(·|x1)) >
D(π∥ΓZ|X(·|0)) or not. In the former case, positivity
of (44) is obvious. In the latter case, positivity of (43) implies
also positivity of (44), thus concluding that the divergence dn
tends to 0 exponentially fast in the blocklength n.



D
(
PZn|H=0

∥∥Γ⊗n
Z|X(·|0n)

)

≤ δ2 χ2
(
Γ⊗n
Z|X(·|xn1 )

∥∥Γ⊗n
Z|X(·|0n)

)
(38)

≤ (n+ 1)2|U| max
πU∈P̄U (x1)

e−2nD(πU∥PU ) · (n+ 1)|Z| max
π∈Pn(Z)

{
e−nD(π∥ΓZ|X(·|x1))

(
e−n

(
D(π∥ΓZ|X(·|x1))−D(π∥ΓZ|X(·|0))

)
− 1

)2}
(39)

= (n+ 1)2|U| max
πU∈P̄U (x1)

(n+ 1)|Z| max
π∈Pn(Z)

{
e−n

(
3D(π∥ΓZ|X(·|x1))−2D(π∥ΓZ|X(·|0))+2D(πU∥QU )

)

−2e−n
(
2D(π∥ΓZ|X(·|x1))−D(π∥ΓZ|X(·|0))+2D(πU∥PU )

)
+ e−n

(
D
(
π∥ΓZ|X(·|x1)+2nD(πU∥QU )

))}
(40)

≤ (n+ 1)2|U| (n+ 1)|Z| max
πU∈P̄U (x1)

max
π∈Pn(Z)

{
e−n

(
3D(π∥ΓZ|X(·|x1))−2D(π∥ΓZ|X(·|0))+2D(πU∥PU )

)

−2e−n
(
2D(π∥ΓZ|X(·|x1))−D(π∥ΓZ|X(·|0))+2D(πU∥PU )

)
+ e−n

(
D(π∥ΓZ|X(·|x1))+2D(πU∥PU )

)}
. (41)

The Type-I and Type-II error probabilities of the proposed
scheme can be bounded using standard tools, for instance fol-
lowing arguments similar to those in [12]. Detailed derivations
are provided in [18].

V. PROOF OF CONVERSE RESULT IN (16)
We only provide a sketch of the proof. Details are given in

[18]. Similarly, to [16] we prove a converse for the stronger
setup where the decision center directly observes the DMC
inputs Xn instead of the outputs Y n. For this stronger setup,
we follow the same arguments as in [16, Equations (20)–(39)]
to show that for any η ∈ (0, 1− ϵ) and large n:

Pr
[
Ĥ = 0, Xn ∈ X̃n|H = 0

]
≥ 1− ϵ− η (45)

lim
n→∞

1

n
log
∣∣∣X̃n

∣∣∣ = 0, (46)

where X̃n is an appropriately defined set of low-weight input
sequences, see [16, Equation (31)]. In particular, there must
be a special sequence x̄n ∈ X̃n so that:

Pr
[
Ĥ = 0, Xn = x̄n

∣∣∣H = 0
]
≥ 1− ϵ− η

|X̃n|
. (47)

For an arbitrary constant c > 1, define:

S̄x̄n :=

{
s̄ ∈ K s.t :

Pr
[
Ĥ = 0, Xn = x̄n

∣∣∣H = 0, S = s̄
]
≥ 1− ϵ− η

c|X̃n|

}
.

It can then be shown that there exists a vanishing sequence
ηn so that for any s̄ ∈ S̄x̄n (see Lemma 3 in the long version
of this article [18]):

Pr[Ĥ =0, Xn = x̄n|H = 1, S = s̄]≥ 2
−n(min

πUV
D(πUV ∥QUV )+ηn)

(48)

where the minimum is over types πUV with marginals PU

and PV .
As a consequence:

βn ≥
∑

s∈S̄x̄n

Pr[S = s]

· Pr
[
Ĥ = 0, Xn = x̄n|H = 1, S = s

]
(49)

≥ Pr[S ∈ S̄x̄n ]
(
2−n(minπUV

D(πUV ∥QUV )+ηn)
)
. (50)

Proving Pr
[
S ∈ S̄x̄n

]
≥ 1−ϵ−η

|X̃n| (1− 1
c ) concludes the proof.

VI. CONCLUSION

We studied distributed hypothesis testing under a covertness
constraint in the non-alert setting, where an external warden
must be unable to detect whether communication is taking
place under the null hypothesis. For some partially-connected
DMCs, we showed that the Stein exponent coincides with
that of the noiseless sublinear-rate communication model of
Shalaby and Papamarcou, and is independent of the specific
transition law. For the remaining DMCs, we proposed an
achievable Stein-exponent and showed that covert communica-
tion can strictly improve over the local exponent at the decision
center. All proposed schemes operate without any shared
secret key and satisfy a strong divergence-based covertness
constraint. An interesting direction for future work is to
establish a converse for fully connected DMCs case and to
study covertness constraints imposed under both hypotheses.
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